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Tekywume npobnembl Ub
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N3meHeHne 6usHec- Y3kas
mogesnen (pasmbiTOCTb cneymannanpoBaHHas
rpaHuL) n pocTta HanpaBieHHOCTb aTak
HTEepHET cepBUCOB + (Ha npunoxeHusa,

loT oTpacnu, KOMnaHun)

atfren]u.
cisco
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JTroGoe ycTpomnCcTBO K JNTIIOOOMY pecypcy B nobdoe Bpems
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JBOSOLMA Yrpos

OTtBer AHTUBMpPYC IDS/IPS Penytauusa (Global)m  C6op nHpopmaumm n
npeanpuaTUA (Host-Based) (CeTteBou nepumeTp) neco4yHuua aHanuntuka (Obnako)

Yrposbl

IOBOJTFOLINA YIPO3

e
cisco



AHaTOMNA COBPEMEHHOM Yrpo3bl
NPEANPUATUE MNepumetp — web/email,

up) (@) @) (ml firewall

&) @G @

1. Untrusted network =
our network

KAMIYyC

& |

2. Ctapble cpefcTBa
Sec

3. noxaqa HacTpouka

NMEPUMETP
i 4. YA3BUMOCTM B
hard/soft
3apaxeHue
NONb30BaTENbCKOro MponguHyTbie Yrposa )
yCTPOWCTBA NPOUCXOAMUT 3a yrpo3bl 06xoasAT pacnpocTpaHsercano 5, Het MHOIoypoBHEBOU
CpeacTBa 3alnThl CeTM 1 3axBaTbiBaeT Kak

npeaenamMu NpeanpusaTus
Pea peanp nepumeTpa MOXXHO 60ribLUe AaHHbIX

im
cisco 7
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Ha yem 6a3unpyetcsa nogxoa Cisco no noctpoeHuto Ub?

BuanmocTb BCcero n BcA PoKyc Ha yrpo3bl MnaTtdopmbl

LuMpokasa 6asa ceHCcopoB, yrpos, obnayHoe MacLiTabnpyemocTb,
KOHTEKCT 1 aBToMaTu3auus nccriegoBaHue yrpos BCECTOPOHHUIN KOHTPOIb,
yrnpasrieHne
Cetb OkoHeuYHble MobunbHble BupTtyansHbie Ob6naka

yCTpoOnCTBa yCTpOMnCTBa yCTpOKnCTBa

atfran]ee
cisco



HoBas moaenb B _
MeTogonorndyeckmm noaxon Cisco

JlaHgwadot yrpos

KoHTporb user/data Ob6HapyxeHune Onpenenutb Scope
KoHTekcT BriokupoBaHve NokanuanpoBaTb
3almTa 3awmTa BocctaHoBUTH

MobunbHble BupTyanbHble
CTPONCTBA MaLLWHBbI

- o0

B onpegeneHHbIn

MOMEHT HenpepbIBHO

3awuTa WMpoKoro
JnanasoHa
BEKTOpa aTak

HenpepbiBHOCTb
3awmnTol

10



NMopTdenb peweHnn Cisco

JlaHgwadot yrpos

KoHTponb user/data é)GHapymeHme Onpepenuts Scope
KoHTekcT IS B R LS NokannanpoaTh
3awmTta 3awmra BoccTtaHoBUTb

NGIPS/AMP Advanced Malware Protection

Web Security Network Behavior Analysis

Emal' Securlty Incident Recsnon<e

BuoMmMocTb 1 KOHTPOJSIb

cisco 11



Cisco Talos

ZZ 1\

=‘§i—=> 90 M/IPLL

DNS-3anpocoB B AeHb

.:ﬁ. 18.5 MJIPL / 1,5 MJIH

daiinos / cemnnos B

‘V#

DETECTION
RESEARCH

Web-3anpocos B
AEHb

600 M/IPLL

11X

coobuweHn email B aeHb

S AenapTaMeHTOB

OUTREACH

LY |




Cisco Talos

“ " TAdwos @2 =8 =

Reputation Lookup Q

Search by IP domain, or network owner for real-time threat data

B pasgene Software moxxHo HanTn becnnatHoe 1O
Ong NpoBeAeHUst pa3nnyHoOro aHannsa 6esonacHocTu
MOSIb30BaTESIbCKMX CUCTEM U NMPUITOXKEHUN

Q

https://www.talosintelligence.com/


https://www.talosintelligence.com/

“NMpoaykTtbl” Cisco Talos

O6naka

NMPOAYKTDHI

CEPBUCHBI OBHAPYXEHWA

Pa3Beaka

ThreatGrid

Malware Malware Malware Malware Malware Malware Malware Malware

Protection Protection Protection Protection Protection Protection Protection Protection

Network Vulnerability Phishing Vulnerability
Protection Protection Protection Protection
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YTo ceTb MOXeT caenaTb AnA Bac?
CeTb Kak 3awuTtHasa cteHa (Network as Enforcer)

CermeHTHpoOBaThb C
TrustSec - Secure Group Tagging,

LlndpoBaTtb Tpad

npouecce nepenay
MACsec (npoBog), DTLS (6ecnpo

3awmnTutb bunuan

UHTepHeT
IWAN, Cloud Web Security, Open

M
cisco




Y10 ceTb MOXeT caenaTtb OnNA Bac?
CeTb Kak 3awmTtHasa cteHa (Network as Enforcer)

CerMeHTnpymnTe CeTb U KOHTPONUPYMTE OOCTYN

KoHTponb gocrtyna
CerMeHTauMﬂ ceTM AnA BbINOJTHEHUA NONMUTUK

ANSA NoKanu3aumm aTak KoHTponb gocTyna nonb3osatenen Ha 6ase
YCTPOWCTBA, MECTOMOSOXEHWS, TUMNa CETU, BPEMEHM

. n gpyrmx napametpos (ISE)
Poneson koHTponb gocTtyna Ha 6a3e Tononoruu,

cnocoba aocTyna (TrustSeclSGT’ |SE) dusnyeckmne n BUpTYyalibHbl€ pa3peLleHna 1 3anpeTbl

(Access Control Lists)
CermeHTtauusa cetn (VLAN, TrustSec/SGT, VRF/EVN)
EavHasa nonutmnka ana

npoBoaHoro/6ecnpoBogHOro/yganeHHoro goctyna
(ISE, Unified Access Switches)

atfren]u.
cisco
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MexceTeBble 3KpaHbl ASA n
Firepower



MexceTeBble 3KpaHbl C cepBucamMmm 6e3o0nacHoOCTH

CambI nonynsipHbIN MexceTeBon akpaH ASA
KOprnopaTUBHOIO Krnacca ¢ yHKUmen
KOHTPOMS COCTOSAHUS cOeaAnHEHUN + NGFW

NHTennekTyanbHasa IKOCUCTEMA KONEKTUBHOM MHGOpPMaLMOHHOM 6e3onacHocTh Cisce

O AN\ CucTema rpaHynapHOr0 MOHUTOPUHIA U KOHTPONA
WWw ) q
Advanced Malware A - 4 npunoXeHnu (CISCO AVC)
Knactepusauma n Eies:;:z:”ﬁ:“e F;gtsngl:we) ®unbrpaumna URL-
BLICOKAA AOCTYNHOCTS noAnmere) — pacecee Beayuwana B oTpacan cuctema npegorepaLleHus
T Aravka T ) BTOPXXeHun cnegytowlero nokorieHus (NGIPS)
aBTOMaTU3aumAa Z o .
M[=E =990 ﬁ c TexHonorveit FirePOWER
APP _ —C) )
y 2
eeresot MorTopne Q Serpoenioe e dunbrpauma URL-agpecos Ha OCHOBe penyTaLun
Mapuwpymsaums n NPUNOKEHNIA npopunnposarue ayTeHTUGUKaLMM " Knaccmd)l/”.(a Lmmn

Cuctema Advanced Malware Protection c

Cisco ASA bYHKUMAMM PETPOCNEKTUBHOM 3aLLMUTHI

VPN (s2s IPSEC, remote IPSEC/SSL)

NlnyeH3supoBaHue Ha 6a3e nogNUCKH

im
cisco 19



BaXXHOCTb KOHTEKCTa reslicHT™
NoHumaHne cBoen MHPPACTPYKTYPbI

/ y Bm
& G o=

v

Services Applications Users Hosts Communications
Vulnerabilities

= The FireSIGHT ncnonbayet doyHKkUnoHan network discovery gns
MOHUTOPWHIra CeTeBOro Tpadomka 1 NoCTPOEHNA KapTbl CETU

CeHcopbl - ASA = YnpaBnsemble YCTPOMCTBA NAaCCMBHO cobupatoT nHdopMauuio,
R ccicHes pacno3HaBas Tunbl yanos, OC, MO, oTKpbITble NOPTLI U T.4. U
MHgopmupytoT 06 atom FireSIGHT Management
obHapyxeHue Center (npexHee Ha3BaHne — Defense Center)
= User Agents Ha Microsoft Active Directory nepecbinatoT
nHgopmaunio 06 LDAP ayTeHTUdMKaumm nonb3oBatenen
FireSIGHT -

= MHopmauma no cbopy MOXET BbITb paclumpeHa 3a cyet NetFlow,
cncrema ocBegomsieHnA, CKaHMUpoBaHUA N Op. METOL0B
B peXmme peasibHOro BpemeHu,

nHpopmaumn 06 nHpacTpykType

Cisco 20



No other NGFW offers this level of visibility

The more infrastructure you see, the better protection you get

Client applications

Operating systems

Servers . _
-‘L-| File transfers Mobile Devices
- - -
A I i Routers & switches g
Ueee pplication
protocols E
Web :
applications — Printers
Malware
ik Typ|ca| NGFW Network Servers 'Ia

>

A

VOIP phones

;-:i'n_ Cisco ASA with FirePOWER Services >

im
cisco
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P hd [ HTTP [C] Chrome 32.0.1700.102 [_] Google & o
dCrno3HaBaHue nNpuoxeHmnun O wrres £ sst clent 3 Google g8
A 7] HrTPS [7] SSL client ] Google APIs JET
]
HanmM3 ceTeBoro Tpaduka no3eBonser —— ——— . e~
o —
pacCno3HaBaTb LUWMNPOKNN CNEKTP [ HTTP [ Firefox 26.0 ) Google Analytics 5 &
Pa3nMYHbIX NMPUNOXEHUN, KOTOPbIE 3aTEM O wrre =l 20 D Google Safebrowsing 1T
[ HTTPS [CJ ssL client ) Google+ I
MOXHO MCMonb30BaTh B Npasunax i ——— — —_—
NONINTUKN BE30MacHOCTU [ wrre ] Firefox 260 ™ ocse g6
[ HrTP (] Chrome 32.0.1700.102 [T Rambler Lf &
= Hanpumep, nepecbinika anna Yepes SRELE St = el 88
Sk e [ HrTRS [ sSL client ™) Rambler kB
yp [T HrTPS [ SSL client ) Scorecard Research ] [
Editing Rule - Block Skype File Transfer [ HTTPS (T ssL client (7] shareThis L a
- - [ HTTP [ Chrome 32.0.1700.102 [ Sourcefire.com JET
LETLUINBIock Skype File Transfe @ Enabled Move =
HTTP ™ ch z T
Action X Block v IPS: no policies  Variables: n/a Files: no inspection Logging: no loggin. E : rome xm:m&m,m;&mm witter U t_]
I HTTPS ] SSL client e witter &g
Zones Networks VLANTags Users WU IZLLLIH Ports  URLs Inspection — — =z
[ HTTP [Z] Chrome 32.0.1700.102 [T] VKontakte & o
Application Filters ¢ Clear All Filters . Available Applications (9) €& vected Applicatic
i 4 Search by name ‘ 4 skype X| pplications D HTTPS : SSL client : WebEx H 6
74 i User-Created Filters o T All apps matching the filter V O3 skype File Transfer
[ 4 Web Applications 1712 . ™) skype (1)
) & Application Protocols 851 [™) skype Auth (1]
[F] i Client Applications 452 )
P ‘Rlsks (Any Selected) () skype Out o Ao fode
). very Low 1048 [7) skype p2p (1]
{ .al Low 703 [7) Skype Probe o
Z] _# Medium 427 [ Skype Tunneling o
M) 4 High 174
B 4 very tioh . 7] skype Vvideo (1]
a i n.l...n.n Dalavnnce (Any Salactad) ) O Skype Voice o



Punbrpaumna URL

Editing Rule - Web Block List [ ]
Mame | Web Block List ™ Enabled ‘ Action | 3 Block v Move

Zones Metworks VLAN Tags Users Applications Services m Policy Logging Comments

Categories and URLsS % =) Reputations Selected URLsS

, Search by name or value | ‘

B sdult and Pornography (Any Reputation) =

o Any ._] B Bot Nets {Any Reputation) @l
B pbortion a ® Confirmed SPAM Sources {Any Reputation) @
B pbused Drugs m Gambling {(Any Reputation) =
B pdult and Parnography L] Kevyloggers and Monitoring {Any Reputation) =
B plcohal and Tobacco _‘ B Malware Sites {Any Reputation) @
B uctions - Marijuana {Any Reputation) @
B Bot Nets - Mudity (Any Reputation) @
B Buciness and Economy L] Open HTTP Proxies {Any Reputation) =
B CONs : Parked Domains (Any ReF}utat|un} @
= Computer and Internet Info A Pay to Surf (Any Reputation) a
= Computer and Internet Security ¥ Enter URL

Save Cancel

= Qunerpauma URL-agpecoB no penytauum u kateropnam obecrneymBaeT KOMMNIEKCHOE
OMOBELLEHME U KOHTPOMb Hag nogo3puTeribHbiM BEG-Tpaukom, a Takke npuMeHeHe nonuTuk
ana coteH munnmnoHoB URL-agpecos B 6onee yem 80 kaTteropmsax

sl bab] s
Cisco
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NMonutukn cdounsTpaumm — “yepHblie CAUCKU”

"  MOXHO HasHa4nTb NONUTUKY uneTpaummn Security Intelligence - NnocTosaHHO oBHOBNSEMbIE
cnuckn IP agpecoB cnammMepoB, LEHTPOB 6OTHETOB, OTKPLITbIX Proxy U T.4.

= BblbMpaTb M3 WUMEKLWNXCS CAUCKOB, NMOO 3arpy3nTb CBOWM COOCTBEHHbIE CMUCKU
duneTpauun u3 danna, nmbo ykasatb cucteme URL, oTKyaa 3TU CNMCKK 3abunpaTthb

" No3BonsieT He obpabaTbiBaTb nosepeHWa

UIINECE Devices Objects | FireAMP

B p ep'o H O C H bl |7| Access Control  Intrusionv  Files  Network Discovery  Application Detectors ~ Users  Comelation  Actions ¥

Inline Acces Policy ) Cancel | | ¥ Save and Apply
LAB Access-policy for Inline installations

Blacklist (13)

Rul Targets (1) Int HTTP R Adv. d
%) Global Blacklist (Any Zone) K i ance

Available Objects & & Available Zones ¢ whitelist (1) Blackl

e Attackers (Any Zone) @ E @ A b x
L Se . ” € i @c e X §
g Bogon (Any Zone) @ 7 Attackers 2, External A xX &
7 Bots (Any Zone) @ & Bogor T w e xXa
! i Bats P w's xa
T Cnc (Any Zone) ] & coc e X 5
n = J
=) Google-Monitor (Any Zone) @ Malwar "™ X3
=/ Google-Not (Any Zone) @ Open_prox -4 : '
= ypen_relay W o 1
e Malware (Any Zone) @ Phishing WP X &6
 Sp X 0
o su X0

T Open_proxy (Any Zone)
e Open_relay (Any Zone)
g Phishing (Any Zone)

&
&
&
&
&

1@2QL22D2
00w o o
3

'3" Spam (Any Zone)

XXX XXXXXXXXXX

b

T Tor_exit_node (Any Zone)

cisco 24



Compliance Whitelist

Co3paHue «6enbiX CNUCKOB» /| «CMUCKOB COOTBETCTBUA»

dopmuposaHune npodpuna Compliance

PaspeweHHsble Tunbl U Bepcun OC
PaspelleHHbIe KITMEHTCKNE NPUNOXEHUS
PaspeweHHble Web-npunoxeHnumsa

PaspelueHHble NPOTOKOSIbl TPAaHCMOPTHOIO U
CeTeBOro ypoBHeEWN

Pa3speLleHHble agpeca / AnanasoHbl aapecos

cisco

Overview Analysis [JISEEE Devices Objects  FireAMP

Access Control Intrusion v Files Network Discovery Application Detectors Users

Policy Rule

I rame e

@ Health System Help v admin v

Correlation Actions ¥

Client DHCP devices
- Target Networks
192.168.99.0/25
Allowed Host Profiles
Any Operating System
Apple Mac 0SX 10.5, 10.6, 10.8, ...
Apple Mac 0SX 10.9, Server 10.9
Apple 105 5.1.1
Apple 10S 5.x, 6., 7.0, 7.0.2, ...
Apple 10S 7.1
Microsoft Windows 7

Sony Playstation 2

Save White List

Host Profile: Microsoft Windows 7

Name Microsoft Windows 7
0S Vendor Microsoft
0S Name Windows

7

Version

Allowed Application Protocols

) Add Shared Host Profile  .J Target Network

No Application Protocols are allowed
Allow all Application Protocols

BITS

Firefox

Jabber

Microsoft CryptoAPI
ROP

SSL client

Windows Update

cgaol) cooa oo
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OOHapyxeHne BpeaoOHOCHOro Kkoga ¢ nomowbo AMP

Cuctema aHannampyeT npoxosine Yyepes yCTpomucTeo doansbl yKasaHHbIX B 0annoBoun
nonnTuke opmartax n nepegaBaeMbiX NOCPEACTBOM yKa3aHHbIX TUMNOB NPOTOKOSIOB

CHumaet xaw SHA-256 ¢ dannalu otnpaBnseT Ha aHann3 (obnako unn on-premises)

nun B o6nayHyto “necoyHuuy” - BHanus nosBeneHus

pf v n el ~ tore f
v < S £ Oms
" X =
s R

T
Too man
Ada

Save Cancel 00 Man

Cisco

00 many

Too many
Too many
00 many
00 many

T
T
Too many
-

NtReadFile calls (excessive behavior

y NtUserPostMessage calls (excessive behav :I
NtProtectVirtualMemory calls (excessive behavior
NtAllocateVirtualMemory calls (excessive behavior
NtUserMessageCall calls (excessive behavior)

¢ NtReadVirtualMemory calls (excessive behavior
NtSetinformationFile calls (excessive behavior

y NtWriteFile calls (excessive behavior)

26



OOHapyxeHne BpeaAOHOCHOro Koga ¢ nomowbo AMP

dunbTpauusa no penyraumm MNoBeneHyeckoe oBHapyxeHue

ToyHas HeueTkune MawwuHHoe [MpusHakm OuHamnyecknn  PacwmperHas Koppensums
curHaTypa oTneyaTkm obyyeHne  BTOpPXEHUS aHanus aHanuMTuKa  MNoTOKOB
(noxoxue anemeHTbl (aTpubyThl  (NoBeaeHue B (NecoyHuua) (OT pasHbIx
danna) danna — 400 ceTn) YCTPOWUCTB
LUIT) BesonacHocTn)
n

YcoBepLleHCTBOBaHHasi cuctema 3alunTbl oT BpeaoHocHoro N0 obecneynBaeT BbICOKYHO

3PP EKTUBHOCTb OOHAPY>KEHNSA BTOPXKEHUIN, HA3KYHD CTOMMOCTbL BNadeHUs U ONTUMarbHbIA YPOBEHb
3aLnTbl, NO3BOSIAS ObICTPO BbIABNATL, aHAaNM3MpoBaThb M NpeaoTBpaLlaTh pacnpocTpaHeHme
BpeaoHocHoro MO 1 BO3HMKaOLWMX Yrpo3, KOTOPble MOTYT ObiTb NPONYLLEHbI HA APYrMX YPOBHSAX 3aLUUThI

cisco



AHanus TPpaeKTopumn ABnNxKeHnsa BpeAOHOCHLIX nNporpammm

P/ 1S
\ - . e
M = o ® Dec 08,
S g 8 2013
o 10:57 17:40 18:06 18:10 18:14
CeTb
10.4.10.183 q
- 10.5.11.8 3 3 Q &3
[ ] ot 10.3.4.51 ) | &
- owe g 10.5.60.66 ; &
Endpoint
Events o ) Transfer ) Block +) Create —+) Move
N Dispositions Unknown QMalwarc ::: Clean Custom
WWWwW
|

KOHTEHT

CeTteBas nnatgopma UCnonb3yeT MHAMKATOPblI KOMNpPOMETaLnMn, aHanma annos v
TpaekTopuio ABmKeHNa danna ans Toro, YTobbl NokasaTb, Kak BPE€AOHOCHbLIN dhans
nepemeLlaeTcd rno ceTn, OTKyaa OH NMOABWUSICS, YTO CTano NPUYMHON €ro NosiBleHUs U KTo

ewe nocrtpagasn ot Hero

Cisco



NMnatdopmbl Cisco NGFW

Firepower 9300

- ASA 5516-X Firepower 2100

ASA 5508-X , |
- ASA5545-X  mo—
ASA 5506-X Sy ASA 5555-X J=FToRs
ASA 5525-X NGRWy L,
NGIPS) NGIPSv

(600Mbps
NGIPS)

SWTeeer  Brand Data Certe

aliali https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/datasheet-c78-736661.html
cisco 29



https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/datasheet-c78-736661.html

NMnardopmbl Cisco NGFW

Firepower Threat Defense Firepower cepuu 2100 Firepower cepun 4100
ana ASA 5500-X P P n Firepower 9300

I@E ==
e )

250 M6éut/c -> 1,75 '6ut/c 2 [6ut/c -> 8 [But/c 41xx = 10 '6uTt/c -> 24 ['dut/c
(cepBucbl NGFW + IPS) (cepBuckl NGFW + IPS) 93xx = 24 ['6ut/c -> 53 ['buTt/c

Bce nnatdopmbl NGFW ynpaenstoTcs Firepower Management Center

im
cisco 30



MpousBoauTenbHocTb Firepower

Features Cisco Firepower Model

2110 2120 2130 @ 2140 | 4110 4120 | 4140 4150 9300 9300 9300 9300

with with with with
1 SM- 1 SM- 1 SM- 3 SM-44
24 36 44 Modules

Module @ Module @ Module

Throughput § 2.0 3 . 12 20 25 30 30 42 54 135
FW + AVC Gbps | Gbps Gbps | Gbps | Gbps @ Gbps @ Gbps Gbps Gbps Gbps
(Cisco
Firepower
Threat
Defense)1

Throughput: | 2.0 3 10 15 20 24 24 34 53 133
FW + AVC + | Gbps @ Gbps Gbps | Gbps | Gbps @ Gbps @ Gbps Gbps Gbps Gbps
NGIPS
(Cisco
Firepower
Threat
Defense)

1

im
cisco



Simplify management with an easy, unified approach

Firepower Device
Manager (FDM)

Enables easy on-box
management of
common security and
policy tasks

e
Cisco

Firepower Management
Center (FMC)

» (L
@ Wi Wk
==

Enables comprehensive
security administration
and automation of
multiple appliances

32



Firepower Device Manager
Easily manage individual NGFWs

free local manager for managing single

Firepower Threat Defense device

Web-based OnBox Manager

Simplified and better user
experience

Workflows, Diagrams and
Default configuration options

Manages Next Generation Firewall software
On Cisco ASA 5500-FTD-X Models

e
Cisco
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Virtual (2-10-25)

« Up to 25 sensors managed
10 million maximum events
250 GB event storage
Network map up to 50K hosts, 50K users

FMC Platforms

FMC1000 FMC2500 FMC4500

 Up to 50 sensors  Up to 300 sensors  Up to 750 sensors
managed managed managed

* 60 million maximum * 60 million maximum * 300 million maximum
events events events

900 GB event storage - 1.8 TB event storage « 3.2 TB event storage

* Network map up to 50K [+ Network map up to * Network map up to
hosts, 50K users 150K hosts, 150K users 600K hosts, 600K users

https://mwww.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html



https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html

JlnueH3npoBaHue

FirePower-6angnsl (K8, K9)

5 BapmnaHTOB 3aka3a OyHKLMN 6e30nacHOCTU
[Mognucka Ha 1, 3, 5 (Bktovaa o6HOBEHWS)
®PyHKuma AVC n NGFW BkntoYeHa no yMmon4aHuio

v' TloCTOsIHHas nuy,., NOCTaBNSIETCA BMECTE C YCTPONCTBOM

v O06HoBneHua AVC BknoyeHbl B SMARTNnet

Security Plus Lic (ana ASA5506X) — HA, ceccun,
VLAN

Security Context Lic (HaunHaga ¢ ASA5508X)

Promo-nognuckn (-PR)

Cisco

° ° ° ° °
URL TA TAC TAM TAMC

35



i
CISCO

Cisco ldentity Services Engine (ISE)



Yto Takoe Cisco ISE (Cisco Identity Services Engine) ?

Cisco ISE

Context aware policy service,
to control access and threat
across wired, wireless and
VPN networks

Cisco Anyconnect

Supplicant for wired, wireless
and VPN access.

Services include:
Posture assessment
Malware protection
Web security
MAC Security

Network visibility and more

im
cisco

WHEN CISCO ISE SIEM, MDM, NBA, IPS, IPAM, etc.

}

KOHTEKCT

P

Partner Eco System

ACCESS POLICY

WIRED E

FOR ENDPOINTS FOR NETWORK
WIRELESS VPN

=
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Why Customers Buy ISE

Asset Visibility Cisco ISE can reach deep into the network to deliver superior visibility into
who and what is accessing resources.

Access Control Consistent access control in to wired, wireless and VPN Networks. 802.1X,
MAB, Web Authentication and Easy Connect for admission control.

Fully customizable branded mobile and desktop guest portals, with dynamic

Guest Access visual workflows to easily manage guest user experience.

BYOD Access Simplified BYOD management with built-in CA and 3" party MDM integration
for on boarding and self-service of personal mobile devices.

Topology independent Software-defined segmentation policy to contain

Segmentatlon network threats by using Cisco TrustSec technology.

Context sharing with partner eco-system to improve their overall efficacy and

Threat Control accelerate time to containment of network threats.

Cisco ISE supports device administration using the TACACS+ security

Device Admin protocol to control and audit the configuration of network devices.

Cisco



How Does ISE Get All That Information ?

Cisco ISE Profiling

m ©

devices with ‘50’ attributes
each can be stored

High-level canned
profiles. +Periodic feeds

Medical device profiles

e
cisco

MAC Address
X MAC Address
E8:B1:FC:F5:18:65
AC:BC:32:A9:FD:81

AC:5F:3E:D0:71:75

28.CF:EQ:1B:A7:B7
(f; > 18:5E:0F:71:4D1E
————— A ~
N = 10:4A:7D:D5:8D:4C

\

IPv4 Address
IPv4 Address
10.35.70.248
10.33.249.93
10.56.129.19
10.33.249.192
10.32.2.23

10.35.68.51

Feed Service

E / (Online/Offline)

Username
Usermame
CISCO\agollabi
ccarty
ac5f3ed07175
loverbey
CISCO\amnshah

CISCO\\bychan

Hostname &

Hostname

AGOLLABI-BV...

CCARTY-M-H2..

android-c7f130...

LOVERBEY-M...

ARNSHAH-J36..

BYCHAN-WS03

Endpoint Profile

Endpoint Profile

Windows7-Workstation
Apple-iDevice
Android-Samsung
0S_X_EI_Capitan-Work..
Microsoft-Workstation

Microsoft-Workstation

08 ,// CiscoNework | | acrive proBES
888
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Authentications and Authorizations

SAML iDPs

Native Supplicants / ¢

Cisco AnyConnect ORACLE © SECUREAUTH
M Pingldentity’ = Microsoft Azure

G ) PR Up to @Eeje]€

~N o Network Devices APIs /

3 SCEP / CRL o
External Identity Stores

--------- Passwords / Tokens

== Active Directory @PostgreSQL

ae '- SQL Server SAPZ

ENTERPRISE

<4+—(500,000 concurrent sessions —»

NETWORK LDAP / SQL
Y U S § owpsener [Rsecrd
g @ Built-in CA
{ BT Internal Users Up to @) distinct AD domain support
4
0 888|---~ Authentication Methods Authorization Options

PASSIVE = MAC Authentication Bypass = Named ACL /Downloadable ACL (dACL)
IDENTITY = Easy Connect = Dynamic VLAN Assignment

= Security Group Tags (SGT)
= URL-Redirection (WebAuth, instruction, notification)
ACTIVE = |EEE 802.1X = Port Configuration (Auto Smartport macros unu Interface Templates)
IDENTITY = Web Authentication
alval = Central WebAuth
cisco = Local WebAuth 40



ISE Is Best for Guest

Self Sponsored Sponsored Guest Access

fl o
)

Self-registration by guests,
Sponsors may approve access

Hotspot

.

Immediate, un-credentialed
internet access

Authorized sponsors create
account and share credentials

&

A
v

# of supported
Guest accounts

atfran]ee
cisco

Guest account notification options

Portal language
customization

Manage guest
accounts via REST

41



Bring Your Own Device

PUBLIC

Device Support EMM integrations
)
@ iDevice Maa$360°
f N
N airwatch
| Resources SAP4
o Xvxvvv snes
@ MAC OSx )) _% VI XS XX (( e.'='='?a
O XV VXXX CITRIX
@ Windows @ Mobilelron
@ chromeos ‘ase’ Meraki

CORPORATE

M
cisco EMM: Enterprise Mobility Management | MDM: Mobile Device Management

42



ISE simplifies segmentation with TrustSec

" . DC Servers (& [
Traditional Segmentation TrustSec = &
................................... % DC Firewall / Switch
Static ACL -
| L Entekrgrise Micro/Macro Segmentation E Entekrgrise -
. ﬁ ackbone . .. . ackobone
Redundancy : Central Policy Provisioning :
. AN e Aggregation Layer No Topology Change Policy
| /Address No VLAN Change :
Access Layer Access Layer
- ) H S e s i i- ...........
Non-Compliant Employee Supplier BYOD Voice Non-Compliant Employee Supplier BYOD
Quarantine Voice Data Guest BYOD Voice Data
VLAN VLAN VLAN VLAN VLAN @ Employee Tag  VLAN VLAN

Security Policy based on Topology @ Supplier Tag Use existing topology and automate

High cost and complex maintenance @ Non-Compliant Tag security policy to reduce OpEXx

im
cisco



Always-on Policy Compliance

Posture defines the state of compliance with
the company’s security policy

LY =

Antivirus Update

Posture Flow

(s"é

)
° Authenticate User/Device Q)
Posture: Unknown/Non-Compliant ?

¥ Posture

¥ Remediation Actions

Anti-Malware Condition

Quarantine

i-Vi ?
Limited Access: VLAN/dACL/SGTs Anti-Virus®

e Anti-Spyware Condition

Anti-Virus Condition

File Remediations

Posture Assesment
Check Hotfix, AV, Pin lock, USB Device, etc.

Q‘)\. Launch Program Remediations
Q% Link Remediations

Remediation
WSUS, Launch App, Scripts, MDM, etc.

Patch Management Remediations

USB Remediations

Window Server Update Server

Authorization Change
Full Access — VLAN/JACL/SGTs.

®
o000

Windows Update Remediations

e
cisco



Always-on Policy Compliance

Posture defines the state of compliance with
the company’s security policy

LY =

Antivirus Update

Posture Flow

(s"é

)
° Authenticate User/Device Q)
Posture: Unknown/Non-Compliant ?

¥ Posture

¥ Remediation Actions

Anti-Malware Condition

Quarantine

i-Vi ?
Limited Access: VLAN/dACL/SGTs Anti-Virus®

e Anti-Spyware Condition

Anti-Virus Condition

File Remediations

Posture Assesment
Check Hotfix, AV, Pin lock, USB Device, etc.

Q‘)\. Launch Program Remediations
Q% Link Remediations

Remediation
WSUS, Launch App, Scripts, MDM, etc.

Patch Management Remediations

USB Remediations

Window Server Update Server

Authorization Change
Full Access — VLAN/JACL/SGTs.

®
o000

Windows Update Remediations

e
cisco






CoBpeMeHHble TpeboBaHMA K cuctemam yaaneHHoro
NOOKIIOYEHUSI COTPYOHUKOB

q?,o

0"‘0

OaHoo6pa3HbIN BuanmocTtb Yooo6cTBo M BceCTOpOHHﬂﬂ
AocTtyn KOHTEKCTa KomMnpomucce Ge3onacHoCTb

OaguHakoBbIn “BugumocTts” Komnpomucc mexagy ObecnevyeHune
dbyHKUMOHAN 3aWwmnTbl  NOJSIb30BAaTENIbCKOro NEerkocTbio BCECTOPOHHEN
B ntoboe Bpems noBefeHnda U nogaepXku co NOCTOAHHOM 3aLWUThI
N3 noboro mecta COCTOAHUSA CTOPOHLI IT 1 (always-on
yCTpOMCTBa pa3HoobpasHbIMU protection)
BO3MOXHOCTAMM

none3oBarens (user
experiences)

atfren]u.
cisco

a7



Cisco AnyConnect
pacLUMpeHHbIN PYHKLMOHAN B 0AHOM KnneHTckom 10

Cisco
AnyConnect

atfren]u.
cisco

C_o r't?_Xt O\ User type, broad device support, and access method insight
Visibility

-> Check and remediate for the latest OS, AV, etc.

: L) : ()
>
—) Always-on connectivity, clientless, 802.1X
- Web inspection, encryption, AMP

All-in-One Endpoint Services

E
7
D)
©
c
@©
=
1=
)
S
)
o)
@©
c
@©
=
Q
a
=
0p)
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Trusted Network Detection

Autormatic YPM Palicy

Tristed Metwaork Policy :Disconnect v:
Untrusted MNetwark Policy :Connect v:
Trusted DNS Dormains cisco.com

Trusted DNS Servers 192.168.1.1

Mote: adding all DMS servers in use is recommended with Trusted Metwork Detection

Llenb — aBTOMaTM3npoBaTh
NpoLecc YCTaHOBIIEHUSA U
obpbiBa VPN nogkrntoveHus

Auto-disconnect inside office

Auto-connect when out of
office

Based on default domain
name or DNS server IP

HacTtpaunBaetcs B ASDM
Profile Editor unn B
otaenbHoMm AnyConnect
Profile Editor for Windows*

......... * Download the anyconnect-profileeditor-win-<version>-k9.exe from Cisco.com

49



Always-ON un Session Persistence

oK

Cancel Help

& AnyConnect Client Profile Editor - AC-ISE-lab-vpn
Profile: AC-ISE-lab-vpn About
L. VPN
£83 Preferences (Part 1) Preferences (Part 1)
4 Preferences (Part 2)
Backup Servers =
1 Certificate Matching [™ Use Start Before Logon [V User Controllable
Certificate Enroliment
5 Mobile Policy [~ Show Pre-Connect Message
s Server List Certificate Store
All v
[~ Certificate Store Override
I™ Auto Connect On Start [V User Controllable
[V Minimize On Connect |V User Controllable
I~ Local Lan Access [V User Controllable
[V Auto Reconnect ™ User Controllable
Auto Recomect Behavior [ User Controllable
ReconnectAfterResume v
¥ Auto Up|DisconnectOnSuspend I~ User Controllable
ReconnectAfterResume
RSA Secure 1D Integraton ™ User Controllable
Automatic e
Windows Logon Enforcement
SingleLocalLogon ~
Windows VPN Establishment
LocalUsersOnly ¥
[V Clear SmartCard PIN [V User Controllable =
IP Protocol Supported _]
v — | -

Cisco

Llenb — npegoTBpaTtuUTh 4OCTYN B
K MHTepHeT pecypcam (until in
untrusted network) 6e3
yctaHoBneHne VPN TyHHenda

Auto- established a VPN session
(until in untrusted network)

Auto-reconnect

No re-authentication

50



OnTnmanbHbIN BbIOOP head-end

Ha ocHoBe round trip delay

London

Boston —
Time =33 ms
——— )

Time =35 ms
Time =25 ms

Time =26 ms
[Time=23ms |
Time =24 ms

Los Angeles

Time =28 ms
Time =27 ms
Time =25 ms

New York

atfren]u.
cisco

» Llenb — aBTOMaTU4YeCKNn BoIBOP
ONTUMAribHOro (C TOYKN 3PEHUS
ceTeBbIX 3agepxek) head-end gnga
yctaHoBneHne VPN TyHHend

* HTerpauusi ¢ MeXxaHM3Mmamu
pesepBupoBaHnsa head-end (cnncok
BO3MOXHbIX head-end y3rnoB)

= [loBbllUEHME NPON3BOANTENBHOCTU
paboThl

51



Web Security
Ha 6a3e Cisco Cloud Web Security*

Cisco ScanCenter

7

B|_:|6op CWS proxy - . is the

with the fatstest w® management

response iime ;

P Cisco AnyConnect for JEZ portal for Cisco
Cloud Web Security p Cloud Web
Security
Internet-Bound Web wrﬁ"fw'“::::m Internal

Communications Communications

Cisco AnyConnect
Secure Mobility Client

CISCo * JlnueHsum ans CWS npuobpeTtatoTcs oTAenbHO



Web Security
Ha 6a3e Cisco Web Security Appliance*

= faceboo oo
- :—1 User Identity - V—‘ ﬁrce

> ¥ . B8 GGkt Agpess

.Authenticates Cisco® WCCP Cisco Web
ASA Security
‘ Appliance
R
Corporate AD

* JluueHsum ansa WSA nprnobpetarotcs oTaenbHO

Users Outside
Network

im
cisco



VVVVY

Network Visibility Module (NVM)
MoAynb cbopa TernemeTpuyeckon MHpopmauunm

Llenb — cbop TenemeTpnyeckon (KOHTEKCTHOW) nHopmauumm ob ycTtponcrTee ans
AanbHeunLWwen smu3yanmsaumm 3Tnx gaHHblx (peweHne 3agad - nfiaHMpoBaHue, ayauT,
compliance, 6e3onacHoOCTb)

The device - the endpoint, irrespective of its location

The user - the one logged into the endpoint

The application - what generates the traffic

The location - the network location the traffic was generated on
The destination - the actual FQDN to which this traffic was intended

[lononHUTENbHLIN NporpaMmmMHbI Mogyrb K AnyConnect
Cbop TenemeTpuyecknx gaHHbix B trusted or untrusted network
In trusted network, AnyConnect NVM exports the flow records to a collector - IPFIX 2 (a

third-party vendor such as Lancope* or LiveAction)
‘cisco * KomnaHusa Lancope npunobpeteHa Cisco "



Advanced Malware Protection (AMP) Enabler*
paclUMpeHmne 3alluTbl NONb30BaTENBLCKOro YCTPOMNCTBA

» Llenb — 3awmTtnUTh yoaneHHoro
nofib3oBaTens oT Bpe4oHOCHOro Koda u
yrpo3 6e3onacHoCTu, NyTeM MPOBEPKN
Tpaduka Ha Hanuyme BpPeLOHOCHOro Koaa

= JlononHUTENbHLIN NPOrpaMMHbIA MOAYIb K
AnyConnect

=  AMP for Endpoint nuueH3noHHas nognucka
(FP-AMP-LIC=) Ha 1, 3, 5 neT
npuobpeTaeTcsa OTAENbHO

= [logpepxka — Windows, MAC (see Release
Notes)

atfren]u.
cisco

;\iﬂg

Windows/MAC Mobile Oﬁ: Premlse

Y Cisco AnyConnect Secure Mobility Client — & EN
=
01:0%41:53 v
(10.143.116.69)
il

Bw) AP for Endponts aready nstaled.

* AMP for Endpoints licensed separately

55



Endpoint Compliance
npoBepKka Ha COOTBETCTBUE

Llenb — obecneuynTb ayauT y3na Ha COOTBETCTBUE
KOpnopaTMBHbLIM NonuTUkam 6es3onacHocTn nNpwu
NOOKITHOYEHUMN K KOPNOPaTUBHOW CETU U
rapaHTUpoBaTb A0CTYN TOMNbKO TEM, KTO YCMELLHO
npoLlen NpoBepKyY

2 BapunaHTta: ASA HostScan Module (separate from
AC v4) n ISE Posture Module (integrate with AC)

ISE Apex nuueH3noHHas nognucka (L-ISE-APX-S-
zzzz=) Ha 1, 3, 5 neT npnobpeTaeTcs oTAENbHO

Mogoaepxka — Windows, MAC, Linux (see Release
Notes)

atfren]u.
cisco 56



HoBoe nuueHanposaHue B Cisco AnyConnect 4.0
2 TUna nMULUEeH3nin

Jlnuensusa Plus JinueH3unsa Apex

VPN (BKn. IP phone VPN) ®yHKumMm Plus
CtopoHHue VPN knuenTsl (IPsec IKEV2) Network Visibility moayrb

Mo6unibHbIit VPN o npunoxernsm (Per- CootsetcTtBue yctponcts (Unified Endpoint
app VPN) Compliance and Remediation (Posture))*

MeHemkep CeTeBoro nopkmiodeHns (NAM) “bes-knnenTcknn” (clientless) goctyn
(browser-based)
Beb-6e3onacHoctb (CWS n WSA)*

Kpuntorpadumsa Suite B
Cisco AMP for Endpoints Enabler*

* Specific licenses are required * ISE Apex licenses are required

JInueHsna no nonb3oBatesniam (C A0ObIM KOS1-BOM YCTPOWCTB)







Why Web Security?

82 Thousand Virus Blocks

19.7 Billion

Total Threat Blocks
Daily

181 Million Spyware Blocks

/

7.2 Trillion
Yearly

Daily Web Breakdown

Cisco 59



Cisco Web Security Protects the Web Vector While
Supporting Your Business

Comprehensive Advanced Superior
Defense Threat Protection Flexibility

©

Cisco Web Security Appliance (WSA)

Cisco Cloud Web Security (CWS)

atfren]u.
cisco
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It Starts with Usage Control and Active Defense 0

-

Web Filtering Web Reputation Dynamic Content Analysis Outbreak Intelligence
Block over 50 million known Restrict access to sites Categorize webpage content and Identify unknown malware
malicious sites, 75 categories based on assigned block sites automatically and zero-hour outbreaks
reputation score (more 50 site’s in real time (how each
parameters) component behaves)

Application Visibility DLP Integration Time and Roaming User Protection
and Control Prevent confidential information Bandwidth Quotas Protect users while away from the
Regulate access to website from leaving your network Set controls for users in terms of corporate network (Using Cisco
components and apps time on social media sites as well AnyConnect)
as bandwidth usage

@ Auvailable only on WSA/WSAv @ Available only on CWS

Cisco 61



Cisco Web Security Combats Evolving Threats @

Cisco Advanced Malware Protection (AMP)

File Reputation File Sandboxing File Retrospection
Increase the accuracy of Determine the malicious Identify a breach faster
threat detection by examining intent of a file before by tracking a file’s

every aspect of a file it enters the network disposition over time

im
cisco 62



Ordering

CWS Traffic Redirectors WSA Models

Physical Appliance

@cws
Perfect for small Perfect for Perfect for large
4 business branches mid-size offices e“ter_P_flseS
= a i

WSA-S190 wsA-s390  Wwsa-s690/690x

Virtual Appliance (WSAv)

Cisco Web Security Provides protection and control of an organization’s web traffic using Web Usage Controls (URL WSA-WSE-LIC=
Essentials Filtering and AVC) and Web Reputation technologies. Includes software subscription support and
a license for the Web Security Virtual Appliance.

Cisco Web Security Combines Cisco Web Reputation with Sophos Anti-malware, Webroot Anti-malware. Includes WSA-WSM-LIC=
Antimalware software subscription support and includes license for the Web Security Virtual Appliance.

I

ciIsco Cisco Web Security Combines the features of “Cisco Web Security Essentials” bundle and “Cisco Web Security WSA-WSP-LIC=

Premium Antimalware” bundle.






Cisco Email Security is backed by unrivaled global threat
intelligence

TaLos
250+
100 TB ) _
Of Data Received Daily with SenderBase Full Time Threat Intel
1110011 0110011 01010101 (4=Q_I00 000110 1010 0110 00 Researchers
1110011 01100l |0|0|00|o 1000 0110 00
1110011 0110011 101000\QL10 0010100 1 1000101 011 0I0IO!
00100 100101 110101 01101 I0JGRIOI0 O1IOION DI00IOI 10 00 MILLIONS
Of Telemetry Agents

Go4R.00 1010 1010 10010100

0 \) 0 lololol ollololol

1.5 MILLION
Daily Malware Samples

11011101 01101101 110010108

11011010101 1010101 0}/ @
1110011 1000101 100001 IDBGOLI GO0 101000 0110 00

0
001 101010 1010111000NQ " 010 1001010101 000
01100 1001010 0100101 1001010 I01010I 010101 0101010
001010 0101010 10101001 0101 0I0I Ol0I 0101 0100101

Global Data Centers

Leverage industry-leading
threat analytics

600 MNPL
Daily Email Messages

Over 100
Threat Intelligence Partners

1::|:|:l|:

24+ 7+ 365 Operations

16 MNPL
Daily Web Requests

Deploy the world's largest email
traffic monitoring network




Talos on Cisco Email Security

Protecting incoming email

P

\4

————— > Sender Reputation Filtering | > u

| v

|
> T > Il L

I \Z

TALOS

Constant and
integrated security
feeds

[ Incoming email
INUE

Cisco

(] Drop @ Rewrite ([ ] Quarantine
67



It’s built with industry-leading spam protection

Anti-spam processing / Context Adaptive Scanning Engine (CASE)

—~ — =
pe— Cisco Anti-Spam
Block
[ S
= - ER oo A |
> — Who What How Where > — ~
- [E] sent the Is the was the does the
— message?  content? message call to Forward
Cisco Email Security constructed? action 0365 Mail Server

take you?

— ‘\\/’"
Quarantine

reputation, and message content fewer than 1:1M false positives

Review sender reputation, URL Block spam with 99% accuracy with Quarantine suspicious messages
for additional review




And reduces your exposure to the three main components of
an email attack

cisco 69



Keep tabs on all emails admitted into the @
environment after analysis

Advanced Malware Protection (AMP)

FiIe Reputation Esﬁ;ﬁ File Sandboxing (X)) File Retrospection
v o » Advanced Analytics
- D3 > . Dynamic analysis - —M‘@"l é% |_@"| f.% I
* 560+ indicators
ol
__v 263 X
~7 -~
uE— ~J
AN AN AN AN AN AN
[Unknown][ Clean ][Malicious]
Known Fuzzy Indications of >
Signatures Fingerprinting compromise

Auto-remediate Gain visibility into
Block known malware Investigate files safely

threats in O365 messages trying to enter
the network




Control which emails cross the network

Content Filters

Content Filters Rewrite URL

— Cisco Cloud Web
Proxy

Defang / Block

—_— |
BLOCKED www.proxy.org
BLOCKED

Replace with Text

4

URL reputation
and categorization > “This URL is blocked by
policy”

Admin

Customize filters in three different Easily enforce business and
ways
for additional security

compliance policies



x-msg://1676/BLOCKEDwww.proxy.orgBLOCKED

Block fraudulent senders @@

DMARC, DKIM and SPF

® N Cisco Email Security — *— ~
. ) Delete
TrustedPartner.com Si gn ed R
- =~ Il — —]— =7 2
— SPF DMARC
Checks if mail from a © Ties SPF and DKIM
TrustedPartner.com Fraudulent domain is being sent from g—— 4—— results to "From' header Send Verified
an authorized host @
|
— .
\\’/
DKIM
Matches public key to
sender domain’s private .
key records QU arantine

Determine whether a Inspect sender Block invalid senders

: details on inbound and identify next
sender is reputable
messages steps




Protect against spoofing attacks

Forged Email Detection

Pre-processing Inspects the SMTP envelope address:

$ telnet mail-smtp-in.l.mail.com 25
Trying 74.125.206.26...

Connected to mail-smtp-in.l.mail.com. Recipient Domain
Escape character is "Y'. /
“ 220 mx.mail.com ESMTP i11si22058766wmh.67 - gsmtp

HELO mail.outside.com <—— Sending Domain
From: Chuck 250 mx.mail.com at your service

< : [ il.com> .
chuck.robbins@mail.com MAIL FROM:<adam@outside.com> €—| Actual Sender

Subject: [URGENT] Need help 250 2.1.0 OK i11si22058766wmh.67 - gsmtp
transferring funds RCPT TO:<alan@mail.com>

250 2.1.5 OK i11si22058766wmh.67 — @ @
Data

<+—— SMTP Envelope ———

Compare against
Company directory

« Allison Johnson
* Barry Smith

* Chuck Robbins
» Dave Tucker

From: adam@outside.com

Subject: {Possibly Forged}

7 [URGENT] Need help
transferring funds

Post-processing

Inspect SMTP envelope Match sender address Send appended mail to warn Record a log of attempts

for sender address against company directory users of potential forgery and actions taken




Cisco catches critical data before it leaves @
the network

Cisco Registered Envelope

Service and
Data loss ZixGateway with Cisco
prevention Technology

tet]ne -
ISsCO 74
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Protect personal information and IP

Data Loss Prevention (DLP)

LR

Manage policies such as:
*  Specific users

Groups

Locations

Federal compliance
State regulations

With multi-language support

Admin

Control what leaves the

network and customize policies

Scan email content for
sensitive information

Cisco Email Security

Scanned against
100+ predefined
DLP policies

~ o

Critical violation: Info
redirected and not sent

M

Minor violation: Content
sent with encryption

T )

No violation: Content sent
with optional encryption

Prevent data exfiltration
automatically




Extend security to external communications o)

Cisco Registered Envelope Service (CRES)

CRES ?

=

Sender Cisco Email Security Push Open attachment
controls & confirm identity

—

Scan messages for Apply authentication mechanisms Maintain control over

keywords, policies, and sender to access encryption keys your sent messages




Ordering

NIRE
Cisco

ESA Models

Physical Appliance

Perfect for small Perfect for Perfect for large
business branches mid-size offices enterprises

== =

ESA-S190 ESA-S390 ESA-S690/690X

Cisco Email Security
Inbound

Cisco Email Security
Outbound

Cisco Email Security
Premium

Virtual Appliance (ESAv)

Desc

Protects an organization’s mailboxes against spam, viruses, and targeted attacks (Antispam +
Antivirus + Qutbreak Filters + Forged Email Detection); includes license for the Email Security
Virtual Appliance

Helps satisfy compliance requirements by providing easy-to-use encryption and DLP solutions
(DLP + Encryption); includes license for the Email Security Virtual Appliance

Combines Inbound and Outbound protection to provide a complete email security solution
(Inbound + Qutbound); includes license for the Email Security Virtual Appliance

evel SKU

ESA-ESI-LIC=

ESA-ESO-LIC=

ESA-ESP-LIC=

7
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